

    

        tama_dex

        v0.1.0



    


  

    Table of contents

    
      



      	tama-dex


      	Tama operations profile (tama-operations/1)


      	Changelog


      	LICENSE





        	
          Modules
          

    	API
      


      	Tama.Dex


      	Tama.Dex.Cassette


      	Tama.Dex.Executor


      	Tama.Dex.Index


      	Tama.Dex.MCP


      	Tama.Dex.Telemetry



      

    




    	Data
      


      	Tama.Dex.Call


      	Tama.Dex.Document


      	Tama.Dex.Error


      	Tama.Dex.Operation


      	Tama.Dex.Profile


      	Tama.Dex.Profile.Issue



      

    




        



        	
          Mix Tasks
          


      	mix tama.dex.cassette





        


      

    

  

    tama-dex

Index and search for operation catalogues, so an MCP server can expose just two
tools, search and execute, in place of one tool per operation.
Why
A host such as Macus exposes dozens of operations from several sources. For
example, opsmaru_incus alone provides 32 Incus operations, and Macus adds its
own runtime operations. One MCP tool per operation floods tools/list, and
each source would otherwise invent its own description format. tama-dex
replaces that with:
	One ingestion standard. Every source publishes an OpenAPI 3.1 document
in the Tama operations profile
(tama-operations/1). It uses ordinary OpenAPI plus a few x-tama-*
extensions for scopes, destructive operations and confirmation rules.

	A SQLite index. The host installs cassettes and profile documents into
one index it owns. Each cassette is a namespace, such as opsmaru_incus or
macus, and is replaced atomically on its own.

	search. Full-text search over operation IDs, summaries, descriptions,
tags and input fields, ranked across every cassette. It only returns
operations the caller's verified scopes allow, and each result names its
cassette.

	execute. The caller names the cassette and operation. It checks the
caller's scopes, any confirmation rule and the input schema, then hands the
call to the executor the host registered for that source: a host module
implementing Tama.Dex.Executor, typically an adapter around the
producer's own run function.

	Cassettes. A producer's CI can build a portable, prebuilt index file
(.tama-cassette) with mix tama.dex.cassette. For example, every
opsmaru_incus release publishes an opsmaru_incus cassette. A host
verifies each cassette and imports it at install or start, and can install
several side by side. Prebuilt rows are copied only when the host pins the
cassette's SHA-256. Otherwise the index is rebuilt from the documents
embedded in the cassette.


Boundary
 opsmaru_incus ──┐  tama-operations/1 documents (data)
 Macus runtime ──┤
                 v
   host (e.g. Macus) ── Tama.Dex.Index (SQLite, host-supervised)
                 │
                 └── MCP server: search / execute ── Tama.Dex handlers
                                                       │
                                     host executor per source (Tama.Dex.Executor)
tama-dex is a library. It starts nothing on load, holds no listener, never
fetches documents or cassettes over the network, and never runs an operation itself. It
doesn't depend on tama_mcp. It provides the two tool definitions as data
for the host's MCP server.
Installation
def deps do
  [
    {:tama_dex, "~> 0.1"}
  ]
end
Usage
Start an index
The host starts the index under its own supervisor, with an explicit
database path. Loading the dependency starts nothing.
children = [
  {Tama.Dex.Index, path: "/var/lib/my_host/tama-dex.sqlite3", name: MyHost.Dex}
]
Use path: :memory in tests. The database is derived data: one with an
unknown storage schema version is recreated empty, and the host installs its
documents again.
Install documents and cassettes
Load a profile document into a cassette, a namespace the host names. A load
validates the whole document and replaces that source atomically. An
unchanged document is a no-op.
{:ok, _loaded} =
  Tama.Dex.load(MyHost.Dex, MyHost.Runtime.operations_document(), cassette: "macus")
Or import a cassette a producer published, from a local file the host
supplies. Pinning the published SHA-256 lets the prebuilt rows be copied.
Without a pin, the index is rebuilt from the documents embedded in the
cassette.
{:ok, %{cassette: "opsmaru_incus", mode: :copy}} =
  Tama.Dex.import(MyHost.Dex, "priv/cassettes/opsmaru_incus-1.4.0.tama-cassette",
    sha256: "9f2c…"
  )
To keep startup bounded, pass timeout: (the work rolls back when it runs
out) or async: true (returns {:ok, ref}, then sends
{:tama_dex_import, ref, result}). Tama.Dex.Index.status/1 and
Tama.Dex.cassettes/1 report readiness. While nothing is committed, search
and execute answer not_ready instead of waiting.
Register executors
tama-dex never runs an operation. execute validates the call, then hands it
to the executor the host registered for the operation's source:
defmodule MyHost.IncusExecutor do
  @behaviour Tama.Dex.Executor

  @impl Tama.Dex.Executor
  def execute(%Tama.Dex.Call{} = call, input) do
    OpsmaruIncus.run(call.operation_id, input,
      authorizer: Keyword.fetch!(call.opts, :authorizer),
      scopes: call.scopes
    )
  end
end

def executors do
  %{"opsmaru_incus" => {MyHost.IncusExecutor, authorizer: MyHost.Authorizer}}
end
Search and execute
Both take the caller's verified scopes. Search only shows operations those
scopes allow, and execute checks them again on every call.
{:ok, %{results: [%{cassette: "opsmaru_incus", operation_id: "incus_instance_list"} | _]}} =
  Tama.Dex.search(MyHost.Dex, "list instances", scopes: caller.scopes)

{:ok, %{result: result}} =
  Tama.Dex.execute(MyHost.Dex, "opsmaru_incus", "incus_instance_list", %{},
    scopes: caller.scopes,
    executors: executors(),
    context: caller
  )
An error is a Tama.Dex.Error with a kind and dispatched.
dispatched: true means the executor was called, so the operation may have
taken effect. tama-dex never retries.
Build a cassette
A producer's CI builds a cassette from its profile documents and publishes
it with the printed SHA-256:
mix tama.dex.cassette --name acme --version 1.0.0 \
  --document Acme.Operations.openapi \
  --output acme-1.0.0.tama-cassette

Telemetry
tama-dex emits [:tama_dex, :load | :import | :search | :execute, ...] spans
and [:tama_dex, :index, :recreated | :status] events. Their metadata never
holds query text, inputs, results, schemas or file paths. See
Tama.Dex.Telemetry.
MCP tools
Tama.Dex.MCP.search_tool/0 and execute_tool/0 return the two tool
definitions as data: a name, title, description, JSON Schema 2020-12 input
and output schemas, and annotations. handle_search/3 and handle_execute/4
take the index, the tool arguments and the caller, and return JSON-safe maps
matching those output schemas. A caller is any map or struct with a scopes
list, such as TamaMCP.Context; every operation is checked against those
scopes, so the host's scope on each tool is only an outer gate.
TamaMCP.Tool accepts only literal schemas, so a TamaMCP host injects the
definitions with a small macro:
defmodule MyHost.DexTool do
  defmacro __using__(opts) do
    tool = apply(Tama.Dex.MCP, Keyword.fetch!(opts, :tool), [])

    quote do
      use TamaMCP.Tool,
        scopes: unquote(Keyword.fetch!(opts, :scopes)),
        title: unquote(tool.title),
        description: unquote(tool.description),
        annotations: unquote(Map.to_list(tool.annotations))

      raw_input_schema(unquote(Macro.escape(tool.input_schema)))
      raw_output_schema(unquote(Macro.escape(tool.output_schema)))
    end
  end

  def respond(structured) do
    failed? = Map.has_key?(structured, "error") or Map.has_key?(structured, "operation_error")
    build = if failed?, do: &TamaMCP.Response.tool_error/1, else: &TamaMCP.Response.success/1

    {:ok,
     build.(
       structured_content: structured,
       content: [TamaMCP.Response.text(Jason.encode!(structured))]
     )}
  end
end

defmodule MyHost.Tools.Search do
  use MyHost.DexTool, tool: :search_tool, scopes: ["ops.search"]

  @impl TamaMCP.Tool
  def call(arguments, context) do
    MyHost.Dex |> Tama.Dex.MCP.handle_search(arguments, context) |> MyHost.DexTool.respond()
  end
end

defmodule MyHost.Tools.Execute do
  use MyHost.DexTool, tool: :execute_tool, scopes: ["ops.execute"]

  @impl TamaMCP.Tool
  def call(arguments, context) do
    MyHost.Dex
    |> Tama.Dex.MCP.handle_execute(arguments, context, MyHost.executors())
    |> MyHost.DexTool.respond()
  end
end

defmodule MyHost.MCP do
  use TamaMCP.Server, name: "my_host", version: "1.0.0"

  tool MyHost.Tools.Search, name: "search"
  tool MyHost.Tools.Execute, name: "execute"
end
MyHost.executors/0 returns the host's executor registrations, such as
%{"opsmaru_incus" => {MyHost.IncusExecutor, authorizer: MyHost.Authorizer}}
(see Tama.Dex.Executor). An execute error with "dispatched" => true
means the operation may have taken effect, so the agent should reconcile
rather than retry.
Development
mise trust && mise install
mise run spec:validate

See AGENTS.md for the project rules and Git Flow.
License
Apache-2.0


  

    Tama operations profile (tama-operations/1)

This profile is the standard way for a library or service to publish its
operations so tama-dex can index, search and execute them. A profile document
is an ordinary OpenAPI 3.1 document with a few constraints and x-tama-*
extensions. Producers build it as plain data. They don't depend on tama-dex at
runtime, but they may use Tama.Dex.Profile.validate/1 as a test-only
dependency to check conformance.
Known producers are opsmaru_incus (from 0.2.0) and Macus (its runtime
operations). tama-dex never depends on a producer; producers publish documents
as data.
The key words MUST, MUST NOT, SHOULD and MAY are used as in RFC 2119.
Document
	Field	Rule
	openapi	MUST match 3.1.x.
	jsonSchemaDialect	MAY be absent, or MUST be https://spec.openapis.org/oas/3.1/dialect/base or https://json-schema.org/draft/2020-12/schema. Schemas are validated as JSON Schema 2020-12.
	info.title, info.version	MUST be present. info.version is the producer's release version, for example 0.2.0.
	x-tama-profile	MUST be exactly tama-operations/1.
	x-tama-source	MUST match ^[a-z][a-z0-9_]{0,63}$. This is the stable source ID that executors are registered under, for example opsmaru_incus or macus.
	paths	MUST contain only operation paths (see below).
	components.schemas	MAY hold shared schemas, named as OpenAPI requires (^[a-zA-Z0-9._-]+$). A $ref MUST point into #/components/schemas/ of the same document. External references are rejected.
	webhooks	MUST be absent.

Other OpenAPI fields, such as servers, tags, security and
externalDocs, and other x- extensions are allowed at the document level
and ignored. Unknown x-tama-* keys are rejected.
The whole serialized document MUST be at most 4 MiB and hold at most 1024
operations.
Operations
Each operation is one path item, /operations/{operationId} with the literal
operation ID, holding exactly one post operation and nothing else. The path
and method are naming conventions only. tama-dex never makes HTTP calls to
them.
An operation MAY hold only the fields in this table and other x-
extensions. HTTP fields such as parameters, security or servers are
rejected.
	Field	Rule
	operationId	MUST match ^[a-z][a-z0-9_]{0,127}$ and equal the path suffix. It MUST be unique within the document, and within the cassette the document is installed in. The same ID MAY appear in other cassettes; hosts address operations by cassette and operationId.
	summary	MUST be present, at most 120 characters.
	description	MUST be present, at most 4096 characters.
	tags	MAY list up to 16 unique strings of at most 64 characters, for example the resource name.
	deprecated	MAY be true. Deprecated operations stay indexed and are marked in results.
	requestBody	MUST be required: true, with exactly one application/json media type whose schema is an object schema ("type": "object"). It MAY have a description.
	responses	MUST contain "200" with an application/json schema for a successful result. It MAY contain "default" with an application/json schema for an error result. No other response keys are allowed. Each response has a description, as OpenAPI requires.
	x-tama-scopes	MUST be a non-empty array of unique scope tokens matching ^[A-Za-z0-9._:-]{1,128}$. A caller needs every listed scope.
	x-tama-destructive	MUST be a boolean.
	x-tama-confirmation	MAY be {"field": <name>, "description": <text>}. field MUST name a required top-level string property of the input schema. description (at most 256 characters) tells the caller what value to send, for example "the full fingerprint".
	x-tama-bounds	MAY be an object of non-negative integers keyed by ^[a-z][a-z0-9_]{0,63}$, for example max_items. It is informational: returned in results, never enforced by Tama.Dex.
	x-tama-identity	MAY list up to 8 unique top-level property names declared by the "200" or "default" schema, for example operation_id or status. When a dispatched result fails validation, tama-dex copies those properties' string, integer or boolean values (each at most 256 bytes) into its invalid_output error, so callers can reconcile a call that may already have taken effect.
	Other x-<prefix>-*	Kept as opaque metadata (at most 16 KiB per operation) and returned with full operation detail, for example x-opsmaru-requires.

Where these rules refer to a schema's top-level type, properties or
required, or to a property's type, they mean that schema's own keywords. A
schema that is only a $ref into #/components/schemas/, optionally with
annotations such as title or description, is read through to its target.
Keywords inside allOf, anyOf, oneOf, not, if/then/else or
$defs are never consulted. So an input schema that declares its properties
only inside allOf has no top-level properties, and can't name a
confirmation field.
$ref and $dynamicRef MUST be JSON Pointers into #/components/schemas/
of the same document, such as #/components/schemas/DeleteImage, and MUST
resolve. Schemas MUST NOT declare $id, which would change what those
pointers resolve against. A media type object holds only its schema.
Each request or response schema, together with the components it
references, MUST be at most 256 KiB once serialized.
Execution semantics
	tama-dex validates requestBody input before dispatch, and the executor's
result after it. An {:ok, result} MUST match the "200" schema. An
{:error, error} MUST match "default" when one is declared.
	tama-dex adds no deadline of its own around the executor. Long-running
operations (for example a runtime start bounded by remaining_seconds) are
limited only by the executor and host. x-tama-bounds documents those
limits but is not enforced.
	Every tama-dex error says whether the executor was called. Errors before
dispatch carry dispatched: false, meaning the operation did not run.
dispatch_failed and invalid_output carry dispatched: true, meaning the
operation may have taken effect and MUST NOT be retried blindly.
	When x-tama-confirmation is present, tama-dex rejects a call whose
confirmation field is missing or empty. The producer's executor still checks
the value itself.
	Scopes are checked against the caller's verified scopes on every execute.
Search hides operations the caller cannot run.

Example
{
  "openapi": "3.1.1",
  "info": {"title": "opsmaru_incus operations", "version": "0.2.0"},
  "x-tama-profile": "tama-operations/1",
  "x-tama-source": "opsmaru_incus",
  "paths": {
    "/operations/incus_image_delete": {
      "post": {
        "operationId": "incus_image_delete",
        "summary": "Delete an image",
        "description": "Delete an image by fingerprint and wait for the operation.",
        "tags": ["image"],
        "x-tama-scopes": ["incus.delete"],
        "x-tama-destructive": true,
        "x-tama-confirmation": {"field": "confirm", "description": "the full fingerprint"},
        "x-tama-bounds": {"max_wait_seconds": 60, "max_output_bytes": 262144},
        "x-tama-identity": ["operation_id", "status"],
        "x-opsmaru-requires": ["DeleteImage", "GetOperationWait"],
        "requestBody": {
          "required": true,
          "content": {"application/json": {"schema": {"type": "object", "properties": {"fingerprint": {"type": "string"}, "confirm": {"type": "string"}}, "required": ["fingerprint", "confirm"], "additionalProperties": false}}}
        },
        "responses": {
          "200": {"description": "Result", "content": {"application/json": {"schema": {"type": "object", "properties": {"operation_id": {"type": "string"}, "status": {"type": "string"}}, "required": ["operation_id", "status"]}}}},
          "default": {"description": "Error", "content": {"application/json": {"schema": {"type": "object", "required": ["error"]}}}}
        }
      }
    }
  }
}
Versioning
Unknown x-tama-* keys, at document or operation level, are rejected. A new
x-tama-* field, a change that would reject a previously valid document, or a
change in the meaning of a field each need a new profile version
(tama-operations/2). tama-dex rejects profile versions it doesn't know.


  

    Changelog

All notable changes to this project will be documented in this file.
The project follows Semantic Versioning and uses Conventional Commits.
[Unreleased]
[0.1.0] - 2026-11-14
Added
	Added the :tama_dex Mix library skeleton. It has no application callback,
so loading or starting it starts no process, opens no database and creates
no file.
	Added the tama-operations/1 profile JSON Schema in priv/profile/ and
the pure Tama.Dex.Profile.validate/1, which reports every issue with a
JSON pointer and a stable code, and normalizes a valid document into
Tama.Dex.Document and Tama.Dex.Operation structs with a canonical-JSON
SHA-256 digest and standalone bundled schemas.
	Added the host-supervised Tama.Dex.Index, a SQLite index (a file
created with mode 0600 in WAL mode, or :memory) with separate reader
and writer connections, storage schema version 3 that is recreated empty
when unknown, and a lazily filled compiled-schema cache.
	Added cassette namespaces with Tama.Dex.load/3, unload/2 and
cassettes/1. A load validates the whole document, replaces one source of
a local cassette in one transaction, and is a no-op for an unchanged
digest.
	Added Tama.Dex.search/3 and describe/4: scope-filtered FTS5 search
across every cassette in one BM25 ranking, with caller text reduced to
quoted prefix terms that FTS5 tokenizes as it does indexed text, an
exact operationId boosted first, BM25
statistics taken only from the operations the caller could see, cassette,
source, tag, deprecated and destructive filters, and responses kept within
64 KiB by dropping the lowest-ranked input schemas first.
	Added Tama.Dex.execute/5, the Tama.Dex.Executor behaviour, and the
Tama.Dex.Call and Tama.Dex.Error structs. Execute checks visibility,
the executor registration, the input shape, the confirmation field and the
input schema before dispatching exactly once with no deadline, validates
the result against the declared schemas, and marks every error with
dispatched. Inputs and results are never stored, logged or sent in
telemetry.
	Added Tama.Dex.MCP: the search and execute tool definitions as data,
with JSON Schema 2020-12 input and output schemas, and handle_search/3
and handle_execute/4. Handlers take any caller with a verified scopes
list, return JSON-safe maps matching the output schemas, encode errors as
error objects with a kind and dispatched, and reject arguments that
fail the tool schema as invalid_arguments before any lookup. The README
shows a TamaMCP host built from the definitions.
	Added cassettes: Tama.Dex.Cassette.build/3 and mix tama.dex.cassette
build tama-cassette/1 files with a manifest, canonical documents and a
reproducible content digest; Tama.Dex.Cassette.verify/2 checks an
untrusted file's size, SHA-256, header, schema objects, integrity,
document digests and profile validity, all against one in-memory
snapshot of the file; and Tama.Dex.import/3 installs a
cassette under its own name or as:, copying prebuilt rows only under a
matching SHA-256 pin and rebuilding from the documents otherwise.
	Added startup-bounded indexing: a timeout for load/3 and import/3
that rolls back to the previous entries, background imports with
async: true, Tama.Dex.Index.status/1 with
[:tama_dex, :index, :status] telemetry, per-cassette status in
cassettes/1, and not_ready from search, describe, execute and the MCP
handlers while nothing is committed.
	Added Tama.Dex.Telemetry, which documents every event. Span
:exception events carry the exception's module and argument-free
stacktraces, so no caller data reaches telemetry handlers.
	Added README usage: starting the index, installing documents and
cassettes, registering executors, search and execute, building a cassette
and telemetry.

Performance
Indexing times measured by bench/import.exs on a GitHub-hosted
ubuntu-latest runner (x86_64, 4 schedulers), Elixir 1.19.5 and OTP 27, at
commit c511505. Times are in milliseconds, the median and slowest of 5 runs.
All are well within the 2 s target for a 1024-operation rebuild. Until an
opsmaru_incus release publishes its documents, its row uses the
opsmaru_incus-shaped test fixture (4 operations).
	Documents	Operations	Case	Median	Slowest
	Generated	1024	load (rebuild)	454.3	504.1
	Generated	1024	import, unpinned (rebuild)	434.6	446.2
	Generated	1024	import, pinned (copy)	350.0	353.0
	Generated	1024	cassette build	992.8	992.8
	opsmaru_incus fixture	4	load (rebuild)	2.7	2.9
	opsmaru_incus fixture	4	import, unpinned (rebuild)	4.4	4.9
	opsmaru_incus fixture	4	import, pinned (copy)	3.4	3.9
	opsmaru_incus fixture	4	cassette build	30.0	30.0



  

    LICENSE


                                 Apache License
                           Version 2.0, January 2004
                        http://www.apache.org/licenses/

   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

   1. Definitions.

      "License" shall mean the terms and conditions for use, reproduction,
      and distribution as defined by Sections 1 through 9 of this document.

      "Licensor" shall mean the copyright owner or entity authorized by
      the copyright owner that is granting the License.

      "Legal Entity" shall mean the union of the acting entity and all
      other entities that control, are controlled by, or are under common
      control with that entity. For the purposes of this definition,
      "control" means (i) the power, direct or indirect, to cause the
      direction or management of such entity, whether by contract or
      otherwise, or (ii) ownership of fifty percent (50%) or more of the
      outstanding shares, or (iii) beneficial ownership of such entity.

      "You" (or "Your") shall mean an individual or Legal Entity
      exercising permissions granted by this License.

      "Source" form shall mean the preferred form for making modifications,
      including but not limited to software source code, documentation
      source, and configuration files.

      "Object" form shall mean any form resulting from mechanical
      transformation or translation of a Source form, including but
      not limited to compiled object code, generated documentation,
      and conversions to other media types.

      "Work" shall mean the work of authorship, whether in Source or
      Object form, made available under the License, as indicated by a
      copyright notice that is included in or attached to the work
      (an example is provided in the Appendix below).

      "Derivative Works" shall mean any work, whether in Source or Object
      form, that is based on (or derived from) the Work and for which the
      editorial revisions, annotations, elaborations, or other modifications
      represent, as a whole, an original work of authorship. For the purposes
      of this License, Derivative Works shall not include works that remain
      separable from, or merely link (or bind by name) to the interfaces of,
      the Work and Derivative Works thereof.

      "Contribution" shall mean any work of authorship, including
      the original version of the Work and any modifications or additions
      to that Work or Derivative Works thereof, that is intentionally
      submitted to Licensor for inclusion in the Work by the copyright owner
      or by an individual or Legal Entity authorized to submit on behalf of
      the copyright owner. For the purposes of this definition, "submitted"
      means any form of electronic, verbal, or written communication sent
      to the Licensor or its representatives, including but not limited to
      communication on electronic mailing lists, source code control systems,
      and issue tracking systems that are managed by, or on behalf of, the
      Licensor for the purpose of discussing and improving the Work, but
      excluding communication that is conspicuously marked or otherwise
      designated in writing by the copyright owner as "Not a Contribution."

      "Contributor" shall mean Licensor and any individual or Legal Entity
      on behalf of whom a Contribution has been received by Licensor and
      subsequently incorporated within the Work.

   2. Grant of Copyright License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      copyright license to reproduce, prepare Derivative Works of,
      publicly display, publicly perform, sublicense, and distribute the
      Work and such Derivative Works in Source or Object form.

   3. Grant of Patent License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      (except as stated in this section) patent license to make, have made,
      use, offer to sell, sell, import, and otherwise transfer the Work,
      where such license applies only to those patent claims licensable
      by such Contributor that are necessarily infringed by their
      Contribution(s) alone or by combination of their Contribution(s)
      with the Work to which such Contribution(s) was submitted. If You
      institute patent litigation against any entity (including a
      cross-claim or counterclaim in a lawsuit) alleging that the Work
      or a Contribution incorporated within the Work constitutes direct
      or contributory patent infringement, then any patent licenses
      granted to You under this License for that Work shall terminate
      as of the date such litigation is filed.

   4. Redistribution. You may reproduce and distribute copies of the
      Work or Derivative Works thereof in any medium, with or without
      modifications, and in Source or Object form, provided that You
      meet the following conditions:

      (a) You must give any other recipients of the Work or
          Derivative Works a copy of this License; and

      (b) You must cause any modified files to carry prominent notices
          stating that You changed the files; and

      (c) You must retain, in the Source form of any Derivative Works
          that You distribute, all copyright, patent, trademark, and
          attribution notices from the Source form of the Work,
          excluding those notices that do not pertain to any part of
          the Derivative Works; and

      (d) If the Work includes a "NOTICE" text file as part of its
          distribution, then any Derivative Works that You distribute must
          include a readable copy of the attribution notices contained
          within such NOTICE file, excluding those notices that do not
          pertain to any part of the Derivative Works, in at least one
          of the following places: within a NOTICE text file distributed
          as part of the Derivative Works; within the Source form or
          documentation, if provided along with the Derivative Works; or,
          within a display generated by the Derivative Works, if and
          wherever such third-party notices normally appear. The contents
          of the NOTICE file are for informational purposes only and
          do not modify the License. You may add Your own attribution
          notices within Derivative Works that You distribute, alongside
          or as an addendum to the NOTICE text from the Work, provided
          that such additional attribution notices cannot be construed
          as modifying the License.

      You may add Your own copyright statement to Your modifications and
      may provide additional or different license terms and conditions
      for use, reproduction, or distribution of Your modifications, or
      for any such Derivative Works as a whole, provided Your use,
      reproduction, and distribution of the Work otherwise complies with
      the conditions stated in this License.

   5. Submission of Contributions. Unless You explicitly state otherwise,
      any Contribution intentionally submitted for inclusion in the Work
      by You to the Licensor shall be under the terms and conditions of
      this License, without any additional terms or conditions.
      Notwithstanding the above, nothing herein shall supersede or modify
      the terms of any separate license agreement you may have executed
      with Licensor regarding such Contributions.

   6. Trademarks. This License does not grant permission to use the trade
      names, trademarks, service marks, or product names of the Licensor,
      except as required for reasonable and customary use in describing the
      origin of the Work and reproducing the content of the NOTICE file.

   7. Disclaimer of Warranty. Unless required by applicable law or
      agreed to in writing, Licensor provides the Work (and each
      Contributor provides its Contributions) on an "AS IS" BASIS,
      WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
      implied, including, without limitation, any warranties or conditions
      of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
      PARTICULAR PURPOSE. You are solely responsible for determining the
      appropriateness of using or redistributing the Work and assume any
      risks associated with Your exercise of permissions under this License.

   8. Limitation of Liability. In no event and under no legal theory,
      whether in tort (including negligence), contract, or otherwise,
      unless required by applicable law (such as deliberate and grossly
      negligent acts) or agreed to in writing, shall any Contributor be
      liable to You for damages, including any direct, indirect, special,
      incidental, or consequential damages of any character arising as a
      result of this License or out of the use or inability to use the
      Work (including but not limited to damages for loss of goodwill,
      work stoppage, computer failure or malfunction, or any and all
      other commercial damages or losses), even if such Contributor
      has been advised of the possibility of such damages.

   9. Accepting Warranty or Additional Liability. While redistributing
      the Work or Derivative Works thereof, You may choose to offer,
      and charge a fee for, acceptance of support, warranty, indemnity,
      or other liability obligations and/or rights consistent with this
      License. However, in accepting such obligations, You may act only
      on Your own behalf and on Your sole responsibility, not on behalf
      of any other Contributor, and only if You agree to indemnify,
      defend, and hold each Contributor harmless for any liability
      incurred by, or claims asserted against, such Contributor by reason
      of your accepting any such warranty or additional liability.

   END OF TERMS AND CONDITIONS

   APPENDIX: How to apply the Apache License to your work.

      To apply the Apache License to your work, attach the following
      boilerplate notice, with the fields enclosed by brackets "[]"
      replaced with your own identifying information. (Don't include
      the brackets!)  The text should be enclosed in the appropriate
      comment syntax for the file format. We also recommend that a
      file or class name and description of purpose be included on the
      same "printed page" as the copyright notice for easier
      identification within third-party archives.

   Copyright [yyyy] [name of copyright owner]

   Licensed under the Apache License, Version 2.0 (the "License");
   you may not use this file except in compliance with the License.
   You may obtain a copy of the License at

       http://www.apache.org/licenses/LICENSE-2.0

   Unless required by applicable law or agreed to in writing, software
   distributed under the License is distributed on an "AS IS" BASIS,
   WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
   See the License for the specific language governing permissions and
   limitations under the License.



  

    
Tama.Dex 
    



      
Index, search and validated execute for operation documents in the Tama
operations profile of OpenAPI 3.1 (tama-operations/1).
tama-dex is a library. Loading or starting the :tama_dex application
starts no process, opens no database, creates no file and fetches nothing.
A host starts Tama.Dex.Index under its own supervisor, with an explicit
database path, and passes the index into every call.
The profile is described in docs/tama-operations-profile.md.
Cassettes
Every source in an index belongs to one cassette, its namespace. A
cassette name matches ^[a-z][a-z0-9_]{0,63}$, and operations are
addressed by cassette and operationId, so two cassettes may carry the
same operation name. A cassette is either local, built by load/3 from
documents the host holds, or imported from a cassette file. A name belongs
to one kind.
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    Types
  


    
      
        cassette()

      


    


    
      
        execute_result()

      


    


    
      
        import_result()

      


    


    
      
        load_error()

      


    





  
    Functions
  


    
      
        cassettes(index)

      


        Lists the cassettes, ordered by name, with each one's own status.



    


    
      
        describe(index, cassette, operation_id, opts)

      


        Returns one operation the caller may run, addressed by cassette and
operationId, in full: the search result fields with the whole
description, plus identity, success_schema, error_schema and the
operation's opaque extensions.



    


    
      
        execute(index, cassette, operation_id, input, opts)

      


        Validates a call and hands it to the host's executor for the operation's
source, exactly once.



    


    
      
        import(index, path, opts \\ [])

      


        Installs a cassette file, replacing the whole cassette of that name in one
transaction. Other cassettes don't change.



    


    
      
        load(index, document, opts)

      


        Validates a profile document and installs it as one source of the local
cassette named by the required :cassette option.



    


    
      
        search(index, query, opts)

      


        Searches the operations the caller may run, across every cassette in one
ranking.



    


    
      
        unload(index, cassette)

      


        Removes a cassette and every source and operation in it. Removing a
cassette that isn't installed is a no-op. Raises ArgumentError for an
invalid cassette name.



    





      


      
        Types


        


  
    
      
    
    
      cassette()



        
          
        

    

  


  

      

          @type cassette() :: String.t()


      



  



  
    
      
    
    
      execute_result()



        
          
        

    

  


  

      

          @type execute_result() ::
  {:ok,
   %{
     cassette: cassette(),
     operation_id: String.t(),
     source: String.t(),
     result: map()
   }}
  | {:error,
     %{
       cassette: cassette(),
       operation_id: String.t(),
       source: String.t(),
       operation_error: map()
     }}
  | {:error, Tama.Dex.Error.t()}


      



  



  
    
      
    
    
      import_result()



        
          
        

    

  


  

      

          @type import_result() ::
  {:ok,
   %{
     cassette: cassette(),
     version: String.t(),
     digest: String.t(),
     mode: :copy | :rebuild,
     changed: boolean(),
     sources: [%{source: String.t(), operations: non_neg_integer()}]
   }}
  | {:error, Tama.Dex.Cassette.verify_error() | :cassette_conflict | :deadline}


      



  



  
    
      
    
    
      load_error()



        
          
        

    

  


  

      

          @type load_error() ::
  {:invalid_document, [Tama.Dex.Profile.Issue.t()]}
  | :cassette_conflict
  | {:duplicate_operation, [%{source: String.t(), operation_ids: [String.t()]}]}
  | :deadline


      



  


        

      

      
        Functions


        


  
    
      
    
    
      cassettes(index)



        
          
        

    

  


  

      

          @spec cassettes(Tama.Dex.Index.t()) :: [map()]


      


Lists the cassettes, ordered by name, with each one's own status.
Each is a map with cassette, kind (:local or :imported),
version, status, mode (the import mode, nil for a local cassette),
digest (the content digest of an imported cassette), loaded_at and
sources. Each source has source, title, version, profile,
digest, operations (a count) and loaded_at.
status is :ready for a committed cassette, which keeps serving while
it is reloaded or re-imported. A cassette with nothing committed yet is
listed with {:importing, %{cassette, done, total}} while its first load
or import runs or waits, or {:failed, reason} when that attempt failed,
with nil for the other fields and no sources. A host importing several
cassettes can wait until each one is :ready.

  



  
    
      
    
    
      describe(index, cassette, operation_id, opts)



        
          
        

    

  


  

      

          @spec describe(Tama.Dex.Index.t(), cassette(), String.t(), keyword()) ::
  {:ok, map()} | {:error, :not_found | :not_ready}


      


Returns one operation the caller may run, addressed by cassette and
operationId, in full: the search result fields with the whole
description, plus identity, success_schema, error_schema and the
operation's opaque extensions.
An unknown cassette or operation, or one the caller's :scopes (required)
don't allow, returns {:error, :not_found}. While the index isn't ready,
or the cassette's first load or import is still running, returns
{:error, :not_ready}.

  



  
    
      
    
    
      execute(index, cassette, operation_id, input, opts)



        
          
        

    

  


  

      

          @spec execute(Tama.Dex.Index.t(), cassette(), String.t(), term(), keyword()) ::
  execute_result()


      


Validates a call and hands it to the host's executor for the operation's
source, exactly once.
Runs in the caller's process. Each check stops at its first failure, and
no executor is called unless all of them pass:
	The operation exists in cassette (and only there) and the caller's
:scopes allow it, otherwise :not_found, which doesn't reveal
whether a hidden operation or cassette exists. While the index isn't
ready, or the cassette's first load or import is still running, this
is :not_ready instead.
	:executors has an entry for the operation's source, otherwise
:no_executor. See Tama.Dex.Executor.
	input is a JSON object (a map with string keys and JSON values) of at
most 1 MiB once encoded, otherwise :invalid_input.
	The operation's confirmation field, if it declares one, is present and
not empty, otherwise :confirmation_required. This comes before the
schema check, so a missing confirmation is never reported as invalid
input.
	input matches the operation's input schema, otherwise
:invalid_input with the failing JSON pointers.

The executor is then called as module.execute(call, input) with a
Tama.Dex.Call. tama-dex adds no deadline, and never retries: a raise,
exit or throw returns :dispatch_failed. The return value must be
{:ok, result} matching the 200 schema, or {:error, error} matching
default when declared, each a JSON object; anything else returns
:invalid_output, carrying only the operation's x-tama-identity values.
Options
	:scopes (required): the caller's verified scopes, passed to the
executor as given.
	:executors (required): %{source => module | {module, opts}}.

	:context: any host term, passed to the executor as call.context.

Returns
	{:ok, %{cassette, operation_id, source, result}};
	{:error, %{cassette, operation_id, source, operation_error}}: the
executor's own valid error, unchanged. The operation ran;
	{:error, %Tama.Dex.Error{}}: a tama-dex error, whose dispatched
says whether the executor was called. Match this form first.

Inputs and results are never stored, logged or sent in telemetry.

  



    

  
    
      
    
    
      import(index, path, opts \\ [])



        
          
        

    

  


  

      

          @spec import(Tama.Dex.Index.t(), Path.t(), keyword()) ::
  import_result() | {:ok, reference()}


      


Installs a cassette file, replacing the whole cassette of that name in one
transaction. Other cassettes don't change.
The file is verified first, as Tama.Dex.Cassette.verify/2 does, and is
installed under its manifest name or :as. A name held by a local
cassette fails with :cassette_conflict.
	Copy mode copies the cassette's prebuilt rows. It is used only when
:sha256 matches the file and the cassette has this index's schema
version.
	Rebuild mode writes the cassette's verified documents, as load/3
would. It is used otherwise, so an unpinned cassette can't install rows
that differ from its documents.

Importing the same content digest again writes nothing and reports
changed: false. tama-dex never downloads cassettes: path is a local
file the host supplies, and it should be one the host controls, such as a
file bundled at build time.
Options
	:sha256: the file's expected SHA-256, the pin that allows copy mode.
	:as: install under this name instead of the manifest's.
	:timeout: a deadline in milliseconds, as for load/3. When it
passes, the import rolls back and returns {:error, :deadline}.
	:async: when true, returns {:ok, ref} once the file has passed
its size, SHA-256, header, schema and manifest checks, and imports in
the index's writer. The calling process then receives
{:tama_dex_import, ref, result}, where result is what a synchronous
import returns.

Returns {:ok, %{cassette, version, digest, mode, changed, sources}},
with each source's source and operations (a count), or
{:error, reason} with a Tama.Dex.Cassette.verify_error/0,
:cassette_conflict or :deadline. Emits the
[:tama_dex, :import, :start | :stop | :exception] span, whose metadata
never includes the path or document content.

  



  
    
      
    
    
      load(index, document, opts)



        
          
        

    

  


  

      

          @spec load(Tama.Dex.Index.t(), term(), keyword()) ::
  {:ok,
   %{
     cassette: cassette(),
     source: String.t(),
     operations: non_neg_integer(),
     changed: boolean()
   }}
  | {:error, load_error()}


      


Validates a profile document and installs it as one source of the local
cassette named by the required :cassette option.
The document is validated in full first, under the index's limits. The
source's previous entries are then replaced in one transaction, so readers
see either the old set or the new one. Loading a document whose
canonical-JSON digest is already installed for that source changes
nothing and reports changed: false.
Returns {:ok, %{cassette, source, operations, changed}}, where
operations is the number of operations in the document, or one of:
	{:error, {:invalid_document, issues}} when validation fails;
	{:error, :cassette_conflict} when the name belongs to an imported
cassette;
	{:error, {:duplicate_operation, conflicts}} when another source of the
same cassette owns some of the document's operationIds, with each
owning source and its conflicting IDs.

A failed load changes nothing.
Options
	:cassette (required): the local cassette's name.
	:timeout: a deadline in milliseconds. When it passes, the load rolls
back, the previous entries stay, and it returns {:error, :deadline}.
The deadline is checked between steps, so the call returns at the first
check after it. Without :timeout, the call waits until the load
finishes, with no default timeout.

While a load runs, Tama.Dex.Index.status/1 reports it. Raises
ArgumentError when :cassette is missing or not a valid cassette name,
or :timeout is invalid.

  



  
    
      
    
    
      search(index, query, opts)



        
          
        

    

  


  

      

          @spec search(Tama.Dex.Index.t(), String.t() | nil, keyword()) ::
  {:ok, %{results: [map()], truncated: boolean()}} | {:error, :not_ready}


      


Searches the operations the caller may run, across every cassette in one
ranking.
query is caller text of at most 512 bytes, or nil. It is reduced to
terms of letters and digits, each matched as a prefix, all of which must
match. FTS5 tokenizes the terms as it tokenized the indexed text, so text
in any script matches. Raw FTS5 syntax never reaches SQLite, so quotes,
NEAR, *, :, - and OR in the text are inert. Text with no term lists operations in
(cassette, operation_id) order.
Matches are ranked by operation ID, then summary, tags, description and
input fields. An operationId equal to the whole query ranks first, and
ties are ordered by cassette, then operationId.
Options
	:scopes (required): the caller's verified scopes. Only operations
whose every scope is among them are visible, and hidden operations never
affect results, counts or flags.
	:limit: 1 to 20, default 5.
	:cassette, :source: only operations in that cassette or source.
	:tags: only operations carrying every listed tag.
	:include_deprecated (default false), :include_destructive
(default true).
	:include_schemas (default true): include each result's input schema.

Raises ArgumentError for a missing :scopes, a query over 512 bytes, a
limit outside 1 to 20, or another invalid option.
While no cassette is committed and a load or import runs, returns
{:error, :not_ready} at once (see Tama.Dex.Index.status/1).
Returns {:ok, %{results: results, truncated: truncated}}. Each result has
cassette, cassette_version, operation_id, source, summary,
description (cut to 1024 characters, with description_truncated),
tags, scopes, destructive, deprecated, confirmation, bounds and
input_schema. The encoded response stays within 64 KiB: input schemas
are dropped from the lowest-ranked results first, each marked
schema_omitted: true, and truncated is true when results themselves
had to be cut.

  



  
    
      
    
    
      unload(index, cassette)



        
          
        

    

  


  

      

          @spec unload(Tama.Dex.Index.t(), cassette()) :: :ok


      


Removes a cassette and every source and operation in it. Removing a
cassette that isn't installed is a no-op. Raises ArgumentError for an
invalid cassette name.
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Builds and verifies cassettes: portable, prebuilt index files in the
tama-cassette/1 format, each holding one cassette.
A producer's CI builds a cassette from its profile documents, usually with
mix tama.dex.cassette, and publishes it with its SHA-256. A host
installs it with Tama.Dex.import/3 from a local file it supplies.
tama-dex never downloads cassettes.
A cassette holds the index's storage tables for its one cassette, a
manifest (format, cassette name and version, tama-dex version, index
schema version, SQLite version, profile and content digest) and each
source's canonical document with its digest. It stores no wall-clock time.
Identity
The content digest covers the format, the cassette name and version, the
index schema version and each source's document digest. Building the same
documents again gives the same content digest, even where SQLite writes
different bytes, so the content digest identifies a cassette and the file
SHA-256 pins one file.
Trust
verify/2 treats a cassette as untrusted. Its prebuilt rows are copied
into an index only when the host pins the file's SHA-256 (see
Tama.Dex.import/3). Otherwise the index is rebuilt from the embedded
documents after their digests and profile validity are checked.

      


      
        Summary


  
    Types
  


    
      
        build_error()

      


    


    
      
        manifest()

      


    


    
      
        verify_error()

      


        Why a cassette was rejected. Names and sources read from the file are
bounded.



    





  
    Functions
  


    
      
        build(documents, path, opts)

      


        Builds a cassette file at path from profile documents.



    


    
      
        verify(path, opts \\ [])

      


        Verifies a cassette file without installing it.



    





      


      
        Types


        


  
    
      
    
    
      build_error()



        
          
        

    

  


  

      

          @type build_error() ::
  :no_documents
  | :too_large
  | {:invalid_document, non_neg_integer(), [Tama.Dex.Profile.Issue.t()]}
  | {:duplicate_source, String.t()}
  | {:duplicate_operation, [%{source: String.t(), operation_ids: [String.t()]}]}


      



  



  
    
      
    
    
      manifest()



        
          
        

    

  


  

      

          @type manifest() :: %{
  format: String.t(),
  name: String.t(),
  version: String.t(),
  tama_dex_version: String.t(),
  index_schema_version: integer(),
  sqlite_version: String.t(),
  profile: String.t(),
  content_digest: String.t(),
  sha256: String.t(),
  sources: [
    %{source: String.t(), digest: String.t(), operations: non_neg_integer()}
  ]
}


      



  



  
    
      
    
    
      verify_error()



        
          
        

    

  


  

      

          @type verify_error() ::
  {:file, File.posix()}
  | :too_large
  | :sha256_mismatch
  | :not_a_cassette
  | {:unexpected_schema, [String.t()]}
  | :invalid_manifest
  | {:document_digest_mismatch, String.t()}
  | {:invalid_document, String.t(), [Tama.Dex.Profile.Issue.t()]}
  | {:duplicate_operation, [map()]}
  | :content_digest_mismatch


      


Why a cassette was rejected. Names and sources read from the file are
bounded.
	{:file, posix}: the file can't be read.
	:too_large: over 64 MiB, checked before the file is opened.
	:sha256_mismatch: the file doesn't match the host's pin.
	:not_a_cassette: not a SQLite file in rollback-journal mode, or
corrupt.
	{:unexpected_schema, names}: triggers, views, or tables and indexes
other than the expected ones, checked before any row is read.
	:invalid_manifest: a missing or malformed manifest, or no documents.
	{:document_digest_mismatch, source}: an embedded document doesn't
match its digest.
	{:invalid_document, source, issues}: an embedded document isn't a
valid profile document.
	{:duplicate_operation, conflicts}: sources sharing operation IDs.
	:content_digest_mismatch: the manifest's content digest is wrong.


  


        

      

      
        Functions


        


  
    
      
    
    
      build(documents, path, opts)



        
          
        

    

  


  

      

          @spec build([term()], Path.t(), keyword()) :: {:ok, map()} | {:error, build_error()}


      


Builds a cassette file at path from profile documents.
Every document is validated first, and sources or operation IDs repeated
within the cassette are rejected, before anything is written. The file is
written to a temporary file in the same directory, compacted with
VACUUM and renamed into place, replacing any file at path. A file
larger than verify/2 accepts is discarded instead, leaving path
untouched.
Options
	:name (required): the cassette name, matching ^[a-z][a-z0-9_]{0,63}$.
	:version (required): the cassette version, at most 64 bytes, usually
the producer's release version.
	:max_bytes: a lower size limit than the 64 MiB verify/2 accepts.

Returns {:ok, %{path, cassette, version, digest, sha256, sources}},
where digest is the content digest, sha256 the file's SHA-256, and
each source has source and operations (a count). Fails with
{:error, :no_documents} for an empty list,
{:error, {:invalid_document, position, issues}} (position counts from
0), {:error, {:duplicate_source, source}},
{:error, {:duplicate_operation, conflicts}}, or {:error, :too_large}
when the file would be over the size limit. Raises ArgumentError for
a missing or invalid name, version or path.

  



    

  
    
      
    
    
      verify(path, opts \\ [])



        
          
        

    

  


  

      

          @spec verify(Path.t(), keyword()) :: {:ok, manifest()} | {:error, verify_error()}


      


Verifies a cassette file without installing it.
Checks, in order: the size (64 MiB at most) before opening, the file
SHA-256 against :sha256 when given, the SQLite header, the schema
objects (no triggers or views, and exactly the expected tables and
indexes), the database's integrity, the manifest, every embedded
document's digest and profile validity, and the content digest. The file
is read once, into memory, and every check reads that copy, so a file
replaced during verification can't pass with other contents. SQLite opens
the copy as a private in-memory database, with extension loading off and
queries only.
Options
	:sha256: the expected lowercase hex SHA-256 of the file.
	:max_bytes: a lower size limit.

Returns {:ok, manifest}, with the file's sha256 and its sources,
or {:error, reason} (see verify_error/0).

  


        

      


  

    
Tama.Dex.Executor behaviour
    



      
The behaviour a host implements to run the operations of one source.
tama-dex never performs an operation itself. After Tama.Dex.execute/5
has checked the caller's scopes, the confirmation field and the input
schema, it calls the executor registered for the operation's source,
exactly once, in the caller's process and with no deadline of its own.
Executors are host adapter modules. A producer library publishes its
profile document as data and keeps its own run function; it needs no
tama_dex dependency. The host's adapter translates the call, adding
host-only arguments such as an authorization module or the verified
caller:
defmodule MyHost.IncusExecutor do
  @behaviour Tama.Dex.Executor

  @impl Tama.Dex.Executor
  def execute(%Tama.Dex.Call{} = call, input) do
    OpsmaruIncus.run(call.operation_id, input,
      authorizer: Keyword.fetch!(call.opts, :authorizer),
      caller: call.context,
      scopes: call.scopes
    )
  end
end
Registration
Hosts pass executors to Tama.Dex.execute/5 as a map from source ID to a
module, or {module, opts}:
%{"opsmaru_incus" => {MyHost.IncusExecutor, authorizer: MyHost.Authorizer}}
A missing entry, or a module that isn't loaded or doesn't export
execute/2, fails with :no_executor before dispatch. One registration
serves every cassette carrying that source.
Results
Return {:ok, result} or {:error, error}, each a JSON object: a map with
string keys and JSON values, as decoded JSON. result must match the
operation's 200 schema, and error its default schema when one is
declared. Anything else is reported as :invalid_output.

      


      
        Summary


  
    Callbacks
  


    
      
        execute(call, input)

      


        Runs one validated call. input has already passed the operation's input
schema, and is passed unaltered.



    





      


      
        Callbacks


        


  
    
      
    
    
      execute(call, input)



        
          
        

    

  


  

      

          @callback execute(call :: Tama.Dex.Call.t(), input :: map()) ::
  {:ok, map()} | {:error, map()}


      


Runs one validated call. input has already passed the operation's input
schema, and is passed unaltered.

  


        

      


  

    
Tama.Dex.Index 
    



      
The SQLite index of operation documents.
A host starts the index under its own supervisor, with an explicit
database location, and passes it (a pid or registered name) into every
Tama.Dex call. tama-dex has no application callback, so nothing is
opened until a host starts an index.
children = [
  {Tama.Dex.Index, path: "/var/lib/my_host/tama-dex.sqlite3", name: MyHost.Index}
]
One index holds every cassette the host installs. Each cassette is a
namespace inside it.
Options
	:path (required): a database file path, or :memory. A new file is
created with mode 0600 and opened in WAL mode. Its directory must exist.
:memory keeps the index in memory for the life of the process, which
suits tests and short-lived hosts.
	:name (optional): a name to register the index under.
	:limits (optional): lower limits for documents loaded into this index,
as a keyword list of :max_document_bytes, :max_operations and
:max_schema_bytes. They can't exceed the profile's limits.

Processes
The index process holds state and coordinates two linked workers, each
owning one connection. The reader serves queries and the writer runs loads
and imports one at a time. In a file-backed index, WAL mode lets reads see
the last committed state while a write runs. An in-memory index shares one
memdb database between the two connections, so a read issued during a
write may wait for the commit, but never sees a mixture.
The database is derived data. One whose storage schema version this code
doesn't know is recreated empty, emitting [:tama_dex, :index, :recreated],
and the host loads its documents again.
Readiness
status/1 reports whether the index can serve. Search must never block or
fail a host's startup, so while nothing is committed and a load or import
runs, Tama.Dex.search/3 and Tama.Dex.describe/4 return
{:error, :not_ready} and Tama.Dex.execute/5 a :not_ready error,
without waiting. See status/1.
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        progress()
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    Functions
  


    
      
        start_link(opts)

      


        Starts an index. See the module documentation for the options.



    


    
      
        status(index)

      


        The index's readiness as a whole
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          @type progress() :: %{
  cassette: String.t(),
  done: non_neg_integer(),
  total: non_neg_integer()
}


      



  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @type status() :: :ready | {:importing, progress()} | {:failed, atom()} | :empty


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: GenServer.server()
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      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts an index. See the module documentation for the options.
Raises ArgumentError, creating nothing, when :path is missing or an
option is invalid.

  



  
    
      
    
    
      status(index)



        
          
        

    

  


  

      

          @spec status(t()) :: status()


      


The index's readiness as a whole:
	:ready whenever at least one cassette is committed, even while other
loads or imports run or after one has failed;
	otherwise {:importing, %{cassette, done, total}} while a load or
import runs or waits, counting sources;
	otherwise {:failed, reason} when the last attempt failed, with the
kind of its error, such as :deadline;
	otherwise :empty.

:ready means at least one cassette is committed, not all of them. Each
cassette's own status is in Tama.Dex.cassettes/1. Every change emits
[:tama_dex, :index, :status] with the new status and the index pid
in its metadata.
Reads the index's state only, so it never waits on SQLite.

  


        

      


  

    
Tama.Dex.MCP 
    



      
The search and execute MCP tools, as definitions and handlers.
tama-dex runs no MCP server and doesn't depend on one. A host's server
advertises two tools built from search_tool/0 and execute_tool/0, and
calls handle_search/3 and handle_execute/4 from them. Each definition
is a map with name, title, description, input_schema and
output_schema (JSON Schema 2020-12 maps with string keys) and
annotations (MCP tool hints).
Callers
A caller is any map or struct whose scopes field holds the caller's
verified scope list, such as TamaMCP.Context. The handlers check every
operation against those scopes, so a host's own scope on the search or
execute tool is only an outer gate, never per-operation authorization.
handle_execute/4 passes the whole caller to the executor as
call.context.
Responses
Handlers return JSON-safe maps with string keys, matching the tool's
output schema, for the host to send as structured content:
	search: %{"results" => results, "truncated" => boolean}.
	execute: %{"cassette", "operation_id", "source", "result"}; or, for
the executor's own valid error,
%{"cassette", "operation_id", "source", "operation_error", "dispatched" => true}.
	Either tool, on failure: %{"error" => %{"kind", "dispatched", "message"}},
with "details" when the kind has any. See Tama.Dex.Error for the
kinds execute returns. Arguments that don't match the tool's input
schema give "invalid_arguments" before any lookup.

An error with "dispatched" => true means the operation may have taken
effect: reconcile its state rather than retrying.
A TamaMCP host
TamaMCP.Tool takes literal schemas, so a host builds its two tool
modules with a macro that injects the definitions at compile time:
defmodule MyHost.DexTool do
  defmacro __using__(opts) do
    tool = apply(Tama.Dex.MCP, Keyword.fetch!(opts, :tool), [])

    quote do
      use TamaMCP.Tool,
        scopes: unquote(Keyword.fetch!(opts, :scopes)),
        title: unquote(tool.title),
        description: unquote(tool.description),
        annotations: unquote(Map.to_list(tool.annotations))

      raw_input_schema(unquote(Macro.escape(tool.input_schema)))
      raw_output_schema(unquote(Macro.escape(tool.output_schema)))
    end
  end

  def respond(structured) do
    failed? = Map.has_key?(structured, "error") or Map.has_key?(structured, "operation_error")
    build = if failed?, do: &TamaMCP.Response.tool_error/1, else: &TamaMCP.Response.success/1

    {:ok,
     build.(
       structured_content: structured,
       content: [TamaMCP.Response.text(Jason.encode!(structured))]
     )}
  end
end

defmodule MyHost.Tools.Search do
  use MyHost.DexTool, tool: :search_tool, scopes: ["ops.search"]

  @impl TamaMCP.Tool
  def call(arguments, context) do
    MyHost.Dex
    |> Tama.Dex.MCP.handle_search(arguments, context)
    |> MyHost.DexTool.respond()
  end
end

defmodule MyHost.Tools.Execute do
  use MyHost.DexTool, tool: :execute_tool, scopes: ["ops.execute"]

  @impl TamaMCP.Tool
  def call(arguments, context) do
    MyHost.Dex
    |> Tama.Dex.MCP.handle_execute(arguments, context, MyHost.executors())
    |> MyHost.DexTool.respond()
  end
end
The server registers them as tool MyHost.Tools.Search, name: "search" and
tool MyHost.Tools.Execute, name: "execute".
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        execute_tool()

      


        The execute tool definition.



    


    
      
        handle_execute(index, arguments, caller, executors)

      


        Handles an execute tool call: runs Tama.Dex.execute/5 with the
caller's scopes, the host's executors (see Tama.Dex.Executor) and the
caller as call.context.



    


    
      
        handle_search(index, arguments, caller)

      


        Handles a search tool call: searches the operations the caller's scopes
allow, using the tool's arguments.



    


    
      
        search_tool()

      


        The search tool definition.
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          @type caller() :: %{:scopes => [String.t()], optional(atom()) => term()}
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          @type definition() :: %{
  name: String.t(),
  title: String.t(),
  description: String.t(),
  input_schema: map(),
  output_schema: map(),
  annotations: %{required(atom()) => boolean()}
}
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          @spec execute_tool() :: definition()


      


The execute tool definition.

  



  
    
      
    
    
      handle_execute(index, arguments, caller, executors)



        
          
        

    

  


  

      

          @spec handle_execute(Tama.Dex.Index.t(), term(), caller(), map()) :: map()


      


Handles an execute tool call: runs Tama.Dex.execute/5 with the
caller's scopes, the host's executors (see Tama.Dex.Executor) and the
caller as call.context.
Returns the result, the executor's own valid error with
"dispatched" => true, or an "error" object. Raises ArgumentError
when caller has no scopes list or executors isn't a map.
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          @spec handle_search(Tama.Dex.Index.t(), term(), caller()) :: map()


      


Handles a search tool call: searches the operations the caller's scopes
allow, using the tool's arguments.
Returns %{"results" => results, "truncated" => boolean}, with the result
fields of Tama.Dex.search/3, or an "error" object. Raises
ArgumentError when caller has no scopes list.
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          @spec search_tool() :: definition()


      


The search tool definition.

  


        

      


  

    
Tama.Dex.Telemetry 
    



      
The telemetry events tama-dex emits.
Metadata is bounded and free of secrets. It never holds query text (only
its length), execute inputs or results, schemas, documents or file
paths.
Spans
[:tama_dex, name, :start | :stop | :exception], where name is
:load, :import, :search or :execute. :start carries
monotonic_time and system_time, :stop and :exception carry
duration and monotonic_time, in native time units. All three carry a
telemetry_span_context that ties them together.
	Span	:start metadata	:stop adds
	:load	cassette	result (:ok or the error kind), and on success source, operations, changed
	:import	cassette	result, and on success version, mode, changed, sources, operations
	:search	cassette (or nil), query_length (bytes), limit	results, truncated, and not_ready: true when the index wasn't ready
	:execute	cassette, operation_id	source (or nil), outcome (:ok, :operation_error or a Tama.Dex.Error kind)

:load, :search and :execute run in the calling process. :import
runs in the index's writer process.
An :exception event has the :start metadata plus kind, reason and
stacktrace, reduced so they hold no data:
	reason is the exception's module for an error (an Erlang error is
normalized first, so :function_clause gives FunctionClauseError),
an atom reason as is,
the first element of a tuple reason when it's an atom (such as
:noproc from an exit), and otherwise :unknown;
	stacktrace entries keep their module, function, arity and location,
with argument lists replaced by their arity.

The exception itself still reaches the caller unchanged.
Index events
	[:tama_dex, :index, :recreated]: a database with an unknown schema
version was recreated empty. Metadata: old_version, version.
	[:tama_dex, :index, :status]: Tama.Dex.Index.status/1 changed.
Metadata: status, and index, the index's pid.


      




  

    
Tama.Dex.Call 
    



      
A validated call handed to a Tama.Dex.Executor.
	cassette, source and operation_id name the operation.
	scopes are exactly the verified scopes tama-dex checked, in the order
the caller gave them, so the executor re-checks what tama-dex saw.
	context is the host term passed to Tama.Dex.execute/5 (for the MCP
handlers, the caller).
	opts are the options given at registration, [] for a bare module.
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          @type t() :: %Tama.Dex.Call{
  cassette: String.t(),
  context: term(),
  operation_id: String.t(),
  opts: keyword(),
  scopes: [String.t()],
  source: String.t()
}


      



  


        

      


  

    
Tama.Dex.Document 
    



      
A validated tama-operations/1 document, as returned by
Tama.Dex.Profile.validate/1.
	source is the document's x-tama-source, the ID executors are
registered under.
	title and version come from info.
	digest is the lowercase hex SHA-256 of canonical_json.
	canonical_json is the whole document as canonical JSON: object keys
sorted by their UTF-8 bytes, with no insignificant whitespace.
	operations are the normalized operations, ordered by operationId.
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          @type t() :: %Tama.Dex.Document{
  canonical_json: binary(),
  digest: String.t(),
  operations: [Tama.Dex.Operation.t()],
  profile: String.t(),
  source: String.t(),
  title: String.t(),
  version: String.t()
}


      



  


        

      


  

    
Tama.Dex.Error 
    



      
An error produced by tama-dex during Tama.Dex.execute/5.
dispatched says whether the executor was called:
	false: the operation did not run. Kinds :not_found, :not_ready,
:no_executor, :invalid_input and :confirmation_required.
	true: the operation may have taken effect, and must be reconciled
rather than retried. Kinds :dispatch_failed and :invalid_output.

An executor's own valid error is not a Tama.Dex.Error. execute/5
returns it as {:error, %{cassette, operation_id, source, operation_error}},
so match %Tama.Dex.Error{} first.
message is at most 256 bytes. details depends on the kind:
	Kind	Details
	:no_executor	%{source: source}
	:invalid_input	%{issues: [%{pointer, message}], issues_truncated: boolean} (at most 16 issues), or %{} when the input isn't a JSON object within 1 MiB
	:confirmation_required	%{field: field, description: description}
	:dispatch_failed	%{exception_kind: :error | :exit | :throw}
	:invalid_output	%{identity: %{name => value}}, the declared x-tama-identity values found in the result

Errors never carry input values or result content, apart from those
identity values.
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          @type kind() ::
  :not_found
  | :not_ready
  | :no_executor
  | :invalid_input
  | :confirmation_required
  | :dispatch_failed
  | :invalid_output
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          @type t() :: %Tama.Dex.Error{
  details: map(),
  dispatched: boolean(),
  kind: kind(),
  message: String.t()
}


      



  


        

      


  

    
Tama.Dex.Operation 
    



      
One normalized operation of a Tama.Dex.Document.
	scopes: a caller needs every one of them to run the operation.
	confirmation: %{field: name, description: text} or nil.
	bounds: the informational x-tama-bounds map, or %{}.
	identity: the x-tama-identity names, or [].
	extensions: the operation's other x- extensions, kept as opaque
metadata. They are never used for search ranking or authorization.
	fields: the input schema's top-level properties, as
%{name: name, description: text | nil} ordered by name.
	input_schema, success_schema and error_schema: the request, 200
and default schemas, each bundled to stand alone. Any components a
schema references are carried under its $defs. error_schema is nil
when the operation declares no default response.
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          @type confirmation() :: %{field: String.t(), description: String.t()}
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          @type field() :: %{name: String.t(), description: String.t() | nil}
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          @type t() :: %Tama.Dex.Operation{
  bounds: %{optional(String.t()) => non_neg_integer()},
  confirmation: confirmation() | nil,
  deprecated: boolean(),
  description: String.t(),
  destructive: boolean(),
  error_schema: map() | nil,
  extensions: %{optional(String.t()) => term()},
  fields: [field()],
  identity: [String.t()],
  input_schema: map(),
  operation_id: String.t(),
  scopes: [String.t()],
  source: String.t(),
  success_schema: map(),
  summary: String.t(),
  tags: [String.t()]
}


      



  


        

      


  

    
Tama.Dex.Profile 
    



      
Validates documents in the Tama operations profile, tama-operations/1.
The profile is defined in docs/tama-operations-profile.md, and its
document shape is published as JSON Schema 2020-12 in
priv/profile/tama-operations-1.schema.json.
validate/1 is pure: it starts no process and reads no file or network
resource. Producers can use it as a test-only dependency to check their
documents.
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        json_schema()

      


        The profile's published JSON Schema, as decoded JSON.



    


    
      
        limits()

      


        The profile's limits: max_document_bytes (4 MiB), max_operations
(1024) and max_schema_bytes (256 KiB).



    


    
      
        profile()

      


        The profile version this module validates, tama-operations/1.



    


    
      
        validate(document, opts \\ [])

      


        Validates a profile document given as decoded JSON (a map with string keys).
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          @spec json_schema() :: map()


      


The profile's published JSON Schema, as decoded JSON.
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          @spec limits() :: keyword(pos_integer())


      


The profile's limits: max_document_bytes (4 MiB), max_operations
(1024) and max_schema_bytes (256 KiB).
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          @spec profile() :: String.t()


      


The profile version this module validates, tama-operations/1.
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          @spec validate(term(), keyword()) ::
  {:ok, Tama.Dex.Document.t()} | {:error, [Tama.Dex.Profile.Issue.t()]}


      


Validates a profile document given as decoded JSON (a map with string keys).
Returns {:ok, document} with the normalized Tama.Dex.Document, or
{:error, issues} listing every issue found, ordered by pointer. See
Tama.Dex.Profile.Issue for the codes.
Checks run in this order, and each of the first four stops validation when
it fails:
	The document is JSON data.
	x-tama-profile is tama-operations/1. Otherwise the only issue is
:unsupported_profile, and no operation is read.
	The serialized document is at most 4 MiB and holds at most 1024
operations. Otherwise no schema is compiled.

The :limits option lowers the profile's limits, as a keyword list of
:max_document_bytes, :max_operations and :max_schema_bytes. Limits
above the profile's raise ArgumentError.
	The document's shape matches the profile's JSON Schema, and the
semantic rules hold: path suffixes, unique IDs, confirmation and
identity fields, references, sizes and schema compilation. Every issue
from this step is reported together.


  


        

      


  

    
Tama.Dex.Profile.Issue 
    



      
A defect found by Tama.Dex.Profile.validate/1.
	pointer is the JSON Pointer (RFC 6901) of the offending value, or of
where a missing value belongs. "" is the whole document.
	code is a stable atom. Match on it, not on the message.
	message is human-readable text of at most 256 bytes.

Codes
	Code	Meaning
	:invalid_document	The document isn't a JSON object.
	:invalid_json	A value isn't JSON data (for example an atom, a tuple or a non-string key).
	:unsupported_profile	x-tama-profile is missing or isn't tama-operations/1.
	:document_too_large	The serialized document is over 4 MiB.
	:too_many_operations	The document holds more than 1024 operations.
	:missing_field	A required field is absent.
	:invalid_field	A field has the wrong type or value.
	:unknown_field	A field the profile doesn't allow is present.
	:unknown_extension	An x-tama-* key this profile version doesn't define is present.
	:invalid_path	A path isn't /operations/{operationId}.
	:operation_id_mismatch	The path suffix isn't the operation's operationId.
	:duplicate_operation_id	An operationId appears more than once in the document.
	:invalid_input_schema	The request body schema isn't an object schema.
	:invalid_confirmation	x-tama-confirmation.field isn't a required top-level string property of the input schema.
	:invalid_identity	An x-tama-identity name isn't a top-level property of the 200 or default schema.
	:extensions_too_large	An operation's other x- extensions are over 16 KiB.
	:external_reference	A $ref points outside the document.
	:invalid_reference	A $ref isn't a pointer into #/components/schemas/, or a schema declares $id.
	:unresolved_reference	A $ref points at nothing.
	:schema_too_large	A request or response schema, with the components it references, is over 256 KiB.
	:schema_compile_failed	A request or response schema doesn't compile as JSON Schema 2020-12.
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          @type code() ::
  :invalid_document
  | :invalid_json
  | :unsupported_profile
  | :document_too_large
  | :too_many_operations
  | :missing_field
  | :invalid_field
  | :unknown_field
  | :unknown_extension
  | :invalid_path
  | :operation_id_mismatch
  | :duplicate_operation_id
  | :invalid_input_schema
  | :invalid_confirmation
  | :invalid_identity
  | :extensions_too_large
  | :external_reference
  | :invalid_reference
  | :unresolved_reference
  | :schema_too_large
  | :schema_compile_failed
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          @type t() :: %Tama.Dex.Profile.Issue{
  code: code(),
  message: String.t(),
  pointer: String.t()
}


      



  


        

      


  

    
mix tama.dex.cassette 
    



      
Builds a cassette from profile documents, for a producer's CI.
mix tama.dex.cassette --name acme --version 1.0.0 \
  --document Acme.Operations.openapi \
  --file priv/acme-native.json \
  --output acme-1.0.0.tama-cassette
Options
	--name (required): the cassette name.
	--version (required): the cassette version, usually the release
version.
	--document Mod.fun: a zero-arity function in the project's code that
returns a profile document. Repeatable.
	--file path: a profile document as a JSON file. Repeatable.
	--output path (required): where to write the cassette.

At least one --document or --file is required. The project is
compiled first, so --document functions can be called. The task prints
the content digest and the file's SHA-256 to publish with the cassette.
See Tama.Dex.Cassette.build/3.
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